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1. Prehled

TokenME je prakticky malé zafizeni, k bezpecnému prechovavani osobnich digitalnich
identifikator( k jednoduchému pouziti v jiz existujici PKI infrastrukture. Malé rozméry a
kompaktnost toho to zafizeni, délaji z tokenME idedlni jednodilné USB zafizeni, bez nutnosti
pouzivani dalSich pridruzenych zafizeni.

TokenME je PKI token postaveny na cryptografickém microprocesoru FIPS 140-2 level 3
certifikace. Je to idedlni feSeni pro ovérovani a digitalni podpisy, schopné generovat a
uchovavat digitalni certifikaty a je proto vhodny pro zabezpeceni ovérovani procesl jako jsou
webové aplikace, VPNs, online sluzby and prihlasovani. TokenME reprezentuje uméni
technologie schopné pracovat v ramci PKI infrastruktur.

Diky schopnosti vypocitavat asymetricky algoritmus, generuje tokenME certifikaty

S prislusnou aplikaci se tokenME stava vybornym nastrojem pro podpis a spolec¢né
s kvalifikovanymi certifikaty zajistuje vysokou vykonost a dobrou spolehlivost.

TokenME spolupracuje s vétsinou operacnich programt a dodrzuje CCID a PC/SC standardy.
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2. Co potrebuji?

1. PCsoperacnim systémem Windows, MAC OS X ¢i Linux (jiz brzy)

2. tokenME

3. StaZzeni middleweru
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Instalace middlewaru

Otevreni priloZzené aplikace bitdid_npki_1.3.6.5-crtmgr.exe

-

bitdid_n

Povolit aby nasledujici program Bit4id — tokenME proved| zmény ve Vasem PC
Odsouhlaseni instalace programu Bit4id — tokenME — Universal Middleware 1.3.6.5 Setup
Wizard kliknutim na tlaéitko Next

8 Bitdid - Token ME - Universal Middleware 1.3.65 Setup L= x|

Welcome to the Bit4id - Token ME -
Universal Middleware 1.3.6.5 Setup
Wizard

This wizard will guide you through the installation of Bit4id -
Token ME - Universal Middleware 1.3.6.5.

It is recommended that you close all other applications
before starting Setup. This will make it possible tc update
relevant system files without having to reboot your
computer.

Click Next to continue.

[Next>][(:ancel]
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4. Akceptace licen¢nich podminek zaskrtnutim poli¢ka , | accept the terms of the License
Agreement” a pokracovani kliknutim na tlacitko Install
4 Bitdid - Token ME - Universal Middleware 1.3.6.5 Setup L= % |

License Agreement

le
“Id Please review the license terms before installing Bit4id - Token
ME - Universal Middleware 1.3.6.5.

Press Page Down to see the rest of the agreement.

BIT4ID -
Software License Agreement L3
NOTICE TO USER: PLEASE READ THIS AGREEMENT
CAREFULLY. BY COPYING, INSTALLING OR USING ALL

OR ANY PORTION OF THE SOFTWARE YOU ACCEPT ALL
THE TERMS AND CONDITIONS OF THIS AGREEMENT.
INCLUDING., IN PARTICULAR THE LIMITATIONS ON: USE

FAAARTT A TATIOTY TAT AT ATITAART A ST AR TATTITY A VYT TITYY T TR T

If you accept the terms of the agreement, click the check box below. You must accept the
agreement to install Bit4id - Token ME - Universal Middleware 1.3.6.5. Click Install to start the
installation.

| accept the terms of the License Agreement

Install System w1.0

| <Back | mstan | [ cancel |

5. Potvrzeni dokonceni instalace kliknutim na tlacitko Close

' g Bitdid - Token ME - Universal Middleware 1.3.6.5 Setup L=

Installation Complete
Setup was completed successfully.

Completed
Extract: softokn3.dll -

Installing Firefox Module...

APP DATA Sub Folder: \AppData\Rcaming

Installing PKCS11 module C:\Windows\system32\bit4npki.dll as Bit4id-PKCS11 on Moezil...
Profile ini: C:\Users\RecomandoWAppData\Roaming\Mozilla\Fire fox\profiles.ini

Output folder: C:\Program Files (x86)\Bit4ld\Bit4id - Token ME - Universal Middleware
Created uninstaller: C:\Program Files (x86)\Bit4ld\Bit4id - Token ME - Universal Middle...
C:\Windows\system32\bit4upki-store.dll @ 40566784 RunimpeortServer @ 40606820
Execute: "C:\Windows\system32\rundli32.exe " "C:\Windows\system32\bit4upki-store... __
Completed |

-

Install System v1.0

<Back | Close ] Cancel
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6. Zasunuti tokenu tokenME do PC. V tento okamtzik je jiz midlleware plné naistalovdn a token
tokenME se jiz mGze zasunout do PC pro dalsi préci s tokenem.

7. Po zasunuti tokenu do PC, zacne token blikat a objevi se informativni hlaska, ze software
ovladace byl Uspésné naistalovan.

— Microsoft Usbccid Smartcard Reader (WUDF) A X

~=¥ software ovladace zafizeni byl ispééné nainstalovan,

-~

4. Prace s middlewarem Bit4id - PKI Manager

V nabidce Start se objevi novy program Bit4id — PKI Manager. Po poklikani se otevre
program, kde hlavni okno je rozdéleno do tfi ¢asti.

1] Bitdid PKI Manager E=REE
File Tools
#& Tokens I Login ’
-~ g% [AKSVRO] -
[AKS ifdh 0] Refresh
[AKS ifdh 1]
Bitdid TokenME [bitdid tokenME CC 0] Import
Export
Reset device
l Change PIN \
[ Unlock PIN ]
| Change PUK |
Field Value
Description Bitdid TokenME Change Token Name
Serial number 2444024000082099 RS
Manufacturer Oberthur Technologies Certificate View
Model Cosmo ID ONE (L) 1 SReTEETE—— ‘
PIN status PIN is OK R
PUK status PUK is OK
3,
"4icl
www.bitdid.com
Change the device PUK
2 4
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Horni ¢ast zobrazuje Tokeny a certifikaty, spodni ¢ast zobrazuje informace o vybraném
tokenu Ci certifikatu a leva ¢ast zobrazuje prikazy a funkce.

Praci s tokenem se zac¢ne kliknutim na tlacitko Login.

Zadejte tovarni PIN: 12345678

{1 Bitdid PKI Manager = 8| X
#& Tokens Login I
[AKS VR O]
[AKS ifdh 0] Refresh
[AKS ifdh 1] -
Bitdid TokenME [bitdid tokenME CC 0] Import
Export

Login

PIN|eeeccscss

erthur Technologies
Model Cosmoe ID ONE (L)
PIN status PIN is OK

PUK status PUK is OK
°4|d

www.bitdid.com

Register certificates
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Pro zménu PINu kliknéte na Change PIN a do poli¢ka Old PIN zadejte: 12345678, do New PIN
napiste nové heslo min. 4 znaky maximalné 8 znakd, do policka Repeat new PIN opakujte
novy PIN. Zména PINu se potvrdi tlac¢itkem OK.

{11 Bitdid PKI Manager =B X

#& Tokens ] Logout |

&% [AKSVRO]
[AKS ifdh 0] ] Refresh |
[AKS ifdh 1]

= € Bitdid T itdi ] U Import |
_ U @ Change PIN i
i C

Old PIN ' sssssses

PIN Status PIN is OK

New PIN 1 sescscee |

- Min lenght: 4 |

Field Max lenght: 8 j

- B |
Description Repeat new PIN [ ssscscee

Serial number
Manufacturer
Model

PIN status
PUK status

www.bitdid.com
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Zména PUKu se provede kliknutim tlacitka Change PUK.

Tovarni PUK je: 87654321

Bitdid PKI Manager = B %
G Tokens ‘ Logout |
[AKSVRO] :
[AKS ifdh 0] \» Refresh |
[AKS ifdh 1] :
= @ Bithid TokenME [bitdid tokenME CC0] Il Import |
: g; Change PUK > { &port
Old PUK | sessssee ‘ t device I
PUKStatus  PUKlocked nge PIN |
New PUK ‘-oooooooo ‘ hck PIN I
= Min lenght: 4 hge PUK |
Field Max lenght: 8
Description Repeatnew PUK  seesssse ] foken Name I
Serial number = = e
Manufacturer Eate View
Model | ok || cancel | [F——
PIN status — | |certificates ]
PUK status “—PUKTOTKED T .&J
Bid
www.bitdid.com
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VloZeni certifikatl do tokenu se provede kliknutim na tlacitko Import

F1] Bit4id PKI Manager o] 0

File Tools
&l Tokens | Logout l
[AKSVRO]
[AKS ifdh 0] | Refresh ]
; [AKS ifdh 1]
= 4 Bitdid TokenME [bitdid tokenME CC 0] | Import, |
- l User certificates = ortl’@
bl CA certificates PO Import key a
| Reset device \
i Change PIN ’
\ Unlock PIN |
‘ Change PUK ’
Field Value
Description Bitdid TokenME | Change Token Name I

Serial number 2444024000082099

Manufacturer ~ Oberthur Technologies Certificate View

Model Cosmo ID ONE (L) ‘ T tificate ’
PIN status PIN is OK e
PUK status PUK locked

Aia

www.bit4id.com

Import key and certificate by files,
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Vyberete uloZisté kde je uloZeny certifikat ve formatu .pfx ¢i .p12
£ [ y\
Bitdid PKI Manager o B X
File Tools
;EéﬁTokens [ Logout ]
[AKS VR O]
[AKS ifdh 0] [ Refresh |
- @ [AKS ifdh 1]
= 4 Bitdid TokenME [bitdid tokenME CC 0] L[ oot J L
3 - Ll I’ﬁ e
Select object ‘  —— - n
~| . « Naskenované dokum... » Documents v I‘, H Prohledat: Documents pel ‘
Uspoiadat v Nova slozka =~ b @
¢ Oblibené polozky |~ Knihovna Dokumenty Uspofadat podie: Slotka >
"2l Naposledy naviti Documents
B Plocha A Nazev polozky N Datum zmény Typ
4 StaZené soubory | =
| @ Dignita, s.r.o. - QCA PostSignum.pfx 21.4.2016 18:16 Personal
4 Knihovny
@ Dokumenty
o' Hudba
[=| Obrazky
¥ videa
o Domaci ckunina 7 ¢ le il | ’
Nazev souboru: Dignita, s.r.0. - QCA PostSigr v [PlZ(".pfx *.pl2) 'J
[ Otivﬁt Iv] [ Storno 1

13
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Pfed uloZenim certifikatu do tokenu je pozadovdno heslo k certifikatu.

Bitdid TokenME [bitdid tokenME CC 0]

i: ﬁ Lle, e~

Import PFX or Certificate

,
Bitdid PKI Manager =8 =®
File Tool
8l Tokens Logout l
- % [AKSVRO]
2 [AKS ifdh 0] Refresh ]
- % [AKS ifdh 1]
= Import ]

Password |[eeeeeeeee

i Import options

| Use CKA_ID Pkes#11

www.bitdid.com
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Po Uspésném vloZeni certifikatu se zobrazi v horni ¢asti programu vybrany certifikat

Bitdid PKI Manager o )

File Tools
Finlrcens ] Logout ]
[AKS VR 0]
[AKS ifdh 0] ] Refresh |
| [AKS ifdh 1]
= € Bitdid TokenME [bitdid tokenME CC 0] | LS J
=} User certificates (
E t
B dignita,s.r.o. k‘ I el ]
=}l CA certificates ] Delete certificate ‘
. PostSignum Qualified CA 2 : —
PIN
t E] PostSignum Root QCA 2 ] o ‘
] Unlock PIN ]
, ] Change PUK |
Field Value
Subject C=CZ Serial Number=5149419,CN=di.. || _ Change TokenName |
Issuer C=CZ,CN=PostSignum Qualified CA ... :
Validity period  11/05/2015 14:44:21 +0000 UTC -- 30/... || Certificate View |
Key usage Digital signature,Non repudiation,Key... . .
Key usage exten... n/a l Register certificates J
Serial number 1b 6f bc
Container 0a03f2ce %
id
www.bitdid.com
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Instalace pres davkovy proces

Instalaci tedy provadime pomoci ddvkového souboru ,Bit4didManager.cmd®, spusténého pres Active

Directory po zapnuti uzivatelského pocitace.

V davkovém souboru je potlacen restart po instalaci softwaru.

(instalace se provadi na Windows 7 Pro x32) + posledni patche)

Set INSTALLSERVER=\\TOKENME (cesta, kde je uloZen soubor ,bit4id_xpki_admin.msi“)
Set VER_TM=bit4id_xpki_admin.msi (nyni je jiny nazev balicku)

Set LOGSERVER=%INSTALLSERVER%\LOG  (cesta, kam se uklada log z instalace)

Set LOG_TM=%LOGSERVER%\TM_%COMPUTERNAME%.log (jak se jmenuje soubor logovaciho
souboru)

start /wait msiexec /1 %INSTALLSERVER%\%VER_TM% /qn /norestart /L %LOG_TM%

16
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